Government of India
National Critical Information Infrastructure Protection Centre
(A Unit of NTRO)

Date: 30 Dec 2019

T A9

Advisory No: Adv/2019/Dec/011
Cyber Security Advisory: Vivin XMRIig cryptocurrency miner
This data is to be considered as TLP:AMBER

Our trusted partner has observed a threat actor named “Vivin” executing a variant of the XMRig cryptocurrency miner on victim
hosts. Vivin makes minimal efforts to hide their actions, posting identifying markers, such as the same crypto wallet IDs as
those found in the XMRig samples, on online forums in addition to using the same usernames for multiple accounts. Initial
infection occurs through the execution of malware made to resemble commonly used productivity software, tools, and games.
These files were all likely obtained through pirated software forums and websites. Many of the samples are packed as self-
extracting RAR files which extract and install what appears to be the actual software, but also covertly drop malicious files.

As part of this execution chain, the malware also reaches out to “csrss.publicvpn[.Jcom,” a known malicious domain, to
establish a TCP connection. The prevalence of this domain and others that are lexically similar within other sample runs
associated with Vivin leads to believe that these hosts act as a form of Command and Control. Finally, in addition to
immediately running the malicious script, the dropper also creates a job using Windows Task Scheduler.
c:\windows\system32\schtasks.exe /create /sc minute /mo 30 /tn anydesk /tr c:\users\{usernamefappdata\local\temp\setup.js

The malicious script contains an obfuscated PowerShell command that executes a number of cascading PowerShell calls and
additional payload stage downloads. The PowerShell commands reflectively load an included malicious .NET assembly. The
sample then calls the “exe” method of the “Hackitup” (Image 1) class within the loaded assembly, which performs more
deobfuscation, in addition to performing some additional logic checks, such as whether it's running on a 32- or 64-bit
architecture. The method call constructs the configuration options to be loaded and executed with its final payload by invoking
“‘cmd.exe.”

The final payload is a packed variant of the XMRig cryptominer. Examination of the reconstructed PE file reveals that it is
compressed with UPX. Additionally, the miner is launched with a fairly default configuration that we were able to extract from
the binary (Image 2). XMRIig is setup to use a maximum of 80 percent of the host’'s CPU resources with the “CryptoNight”
algorithm in order to mine the Monero cryptocurrency.

Analyst’s Notes:
Vivin’s campaigns are indiscriminate, meant to infect as many hosts as possible with the XMRig cryptominer, extract as much
money as possible, and rotate the wallet and infrastructure used upon too much exposure. The actor’s activity exhibits a
general lack of operational security (OpSec).

loCs:

Domains:
pastebin[.]Jcom/raw/gc5dfjh9
pastebin[.]Jcom/dr9bzymzZ
mmc[.]publicvm[.]Jcom:8002
csrss[.]publicvm[.]Jcom
csrss[.]publicvm[.]Jcom/Vre
csrss[.]publicvm[.]Jcom:8094/Vre
csrss[.linkpc[.]net
csrss[.]linkpc[.]net/Vre
Isass[.]publicvm[.]Jcom
mstsc[.]publicvm[.]Jcom

spoolsv[.]linkpc[.]net



winlogon[.]publicvm[.]Jcom
dwm[.]publicvm[.]Jcom
wwwl[.Jm9c[.]net/uploads/15743593161.jpg
www[.]Jm9c[.]net/uploads/15723243711.png
www[.]Jm9c[.]net/uploads/15723168051.png
www[.]Jm9c[.]net/uploads/15572403801.jpg
www[.]Jm9c[.]net:80/uploads/15621655811.jpg

ddI3[.]data[.]hu/get/210358/11615096/Loader.jpg

IPs:
116[.]203[.]234[.]128
116[.]203[.]29[.]111

Hashes:
aa6fa5b51a2e54alaef50bc9ba3eb41b88b1834e867f09d2c8e29c0d41691aeb
2b48269eec1a294a52049cbd35ebd6f6097e1c486d60febe836378714657978a
da6908445649d30aff3f6ac9d9ec11c5f52c888c867ede766993c0fe731295fe
51f9a6d7574361bcf49962e2471a1d096db6c0d713ae07485b2791e74134513c
5dc7239df2e9fb497335cc846e09dfdd024e7345c44a96693022bedd240954de
4ac6131d639aa802302ab4cf32b959f9ab5ec76752cc297eb380d5c23d4a68f2
f476867d8152fcf0cb989b0e2c935db87¢37162af33350874d671f99154752cf
8b7c197efab6f6c40b51df125d00e3de211ebb5123ee876f1992f03401559cda
31ac877d8c2c2a897eaff36b17d755466b8612ad2661510dd6b0d9484a2b1f6f
8aa5d523158838bf58a80744f031192314215a3d4c32c4f8644f93370828825b
€a647990182d7d3ac82ffo9b6c99ed70a10473dal6bc55eadb76131f78ed65fb9
79557c6d190d7daf34f10c7929facf56838ab27a5925f6f5197e1c0cbd660de3
524fbc5fffle91adcd4c72ce83b7f33fad424acefafb198f1701484cedc17c590
9d7f2684a4efdb4738527d37b7995a40d819909d08e7443a6583231a1454b50b
705646f923a2412757bae71b60de0fef31284756768a59ef2057eaee7dfafeof
2115451603cf9687c8c46945432033a942b4cd46a4209868e226e25ala2eleel
d343e4b99b9cdaf2e7fc2283ddale7e07cedf4bccf7f53869f2806b14113ab7d
4b71cc1af01417d8b17f1158bbfa53e0bb09a7dc16bbdf3edd8f2f99b8fc667d
f23cel16ad18907f0aa6957640dbe960daecaa33c714d0ca9f204a98800edc2df4
9d7066f441a5a3df894d018143ae2778175f18408c2fbab52442ed4ad178ae8f
25cc942e230b357a43297a8172a6700098b6ael152ef00acaa7eb6a2c0fa07497d
5331924ele5a634e55e7a3daaff3d5204eff50c4dc166d4d9d516510fb91fade

198a045c55710f8d32141c72e69b2cdd6¢c7a60b29ac9776046257897d612ceca



47928d09921466ddf1597elef7e8ac12397df7e616cd0c1710f4fa8a6384b439
d03054261a521440a7cfe281bd7d14f92610b54906df1dced8dbe6bc00e40029

Coin Wallet IDs:

Active

45VgqBWVhgu5LHSafj4q5sB3wuYXGvrSs5N9KLH5Tijze9NbsvUSaaSjVk1vuGBMwY2eXEHtQf95CULQHGQbgh
U21x4aWLY

434PuVPN5tQ6xQA7pdB7NsNTIHWvVUDStL7rmsX7uzIgNdCAx7wo4yESiy51aqCcr13ZoYb3TFq3zw11BFQJiF1ltn
HibZ6EA

Not Active

44WzjC6ERYR7CMDXpkgVeGHITj4fnBeAuCdcaH79NKMPhKr3bQRKMKtIhzfhrmXJ142sdFvAvg4b3L7zaYTwigeq
Bt9jDrQ

45890168fmkBrMVoR3qPQyXiDR3w9EFa3DajGUjY38MKLiaR4N5HbdFT7hw3iEh2mRZsABYvkgcFWaW5crPIQt
VZ9ihwutP

4AbjKdQkedGZXvzm6VxMIb1zL B2CAMCmXdoCisRsQFAUPs4TWFePDUcZzk5ui4EdZXT3uaXXtssqPCoKQPTz7P
eZNkKASKkm

Reference: CISCO Talos Intelligence

This document is distributed as TLP AMBER . Recipients may only share TLP:AMBER information with members of their own
organisation and with clients or customers who need to know the information to protect themselves or prevent further harm.

Advisory No: Adv/2019/Dec/012

Cyber Security Advisory: Spelevo Exploit Kit Drops PsiXBot
This data is to be considered as TLP:AMBER

Our trusted partner has observed an increase in activity associated with the Spelevo exploit kit . Analyzing the network traffic
shows that the attack chain begins with a request to celiac[.]site. The exploit kit then uses 302 cushioning, a common exploit
kit technique that sends a 302 error response but sets the location of the malicious landing page in the location header in
order to redirect the victim (see attached image redirect.png). In this case, the victim is redirected to the landing page,
hxxp[:]//migit[.]Jflexiilmainen[.]info/1ge64dbkrpd4n4/kozjak-ninja-crown (see attached image landingpage.png). The landing
page will attempt to do some reconnaissance and get information about the victim. In this instance, the payload is PsiXBot.
PsiXBot is .NET malware that uses DNS over HTTPS to steal information and receive commands from a remote attacker. In
order to hide what the adversaries are doing, most landing pages are heavily obfuscated.

Analyst’s Notes:
Spelevo is a fairly new exploit kit(see attached image exploit.png) that was discovered in early 2019. Being only about a year
old, we have yet to see Spelevo make any significant changes in behavior. Spelevo continues to use only two exploits including
a Flash exploit (CVE-2018-15982) and a browser exploit (CVE-2018-8174). The exploit kit has also continued to use the same
obfuscator to obfuscate their javascript (obfuscator.io).

loCs:
Domains:

board[.]cicciolinamichell.]xyz



migit[.]flexilmainen[.]info
explicit[.Jkimmielynda[.]xyz

celiac[.Jsite

IPs:
Spelevo
95[.]211[.]5[.]250

95[.]211[.]5[.]245

PsiXBot

62[.]109[.15[.]1243

URLs for Spelevo:

Landing Page

hxxp[:}//migit[.Jflexilmainen[.]info/1ge64dbkrpd4n4/kozjak-ninja-crown

Exploit

hxxp[:}//migit[.Iflexilmainen( Jinfo/1ge64dbkrpd4n4/?30fa8ed085a4ea32abd607bf2c66159e36¢]

Hashes:

PsiXBot

160e290ba943d23379c57e197d081ade776ead50fd74acf4e86e07fd03e4e04b

Reference: CISCO Talos Intelligence

This document is distributed as TLP:AMBER. Recipients may only share TLP:AMBER information with members of their own
organization, and with clients or customers who need to know the information to protect themselves or prevent further harm.

Advisory No: Adv/2019/Dec/013
Cyber Security Advisory: Emotet Weekly Hunt Report

This data is to be considered as TLP:AMBER

Emotet is one of the most widely distributed and actively developed malware families used by cybercriminals. Its operators
indiscriminately target individuals, companies, and government entities across the world, stealing financial data and other
sensitive information. Emotet began as a banking trojan but now also functions as a dropper for other malware. The additional
payloads can be used to achieve more lucrative attacks, and often include threats like additional banking trojans, information
stealers, email harvesters, self-propagation mechanisms, and even ransomware.

Emotet is mostly spread through spam emails that contain embedded malicious URLs or weaponized PDF or Word
attachments. Once downloaded, Emotet injects code into processes that are running on the system and connects to a
command and control server to upload data and receive instructions for various follow-on activities, including downloading
additional modules and malware onto the host. Emotet propagates across a network by brute forcing passwords, sending



malspam messages that originate from the infected user’s account, and leveraging the EternalBlue exploit to attack unpatched
systems.

Analyst’s Notes:

This report represents the observed activity of a week. These l0Cs are derived from HIGH confidence Emotet observances. All
identified 10Cs are detailed in the report and may not be new.

loCs:

C2s:

188[.]152[.]7[.]140:80
88[.]250[.]223[.]190:8080
192[.]241[.]131[.]79:8080
200[.]58[.183[.]179:80
212[.]186[]191[.]177:80
69[.]163[.]33[.]84:8080
192[.]161[.]190[.]171:8080
173[.]13[.]135[.]102:80
178[.]209].]71[.]63:8080
51[.]159[]23[.]217:443
144[]139[.]247[.]220:80
80[.185[.187[.]122:8080
168[.]235[.]167[.]138:8080
77[.]245[]12[.]212:80
181[.]135[.]153[.]203:443
119[.]59[.]124[.]163:8080
91[.]187[.]80[.]246:80
107[.]170[.]24[.]125:8080
190[.]56[.]255[.]118:80
31[.]12[.]67[.]62:7080
51[.]68[.]220[.]244:8080
50[.]116[.]86[.]205:8080
200[.]71[.]148[.]138:8080
138[.]197[.]140[.]163:8080
190[.]108[.]1228[.]48:990
200[.]123[.]101[.]90:80
182[.]176[.]132[.]213:8090
46[.]105[.]131[.]68:8080

212[.]112[.]113[.]235:80



68[.]129[.]203[.]162:443
80[.]93[.]48[.]49:7080
162[.]241[.]92[.]219:8080
45[.]56[.188[.]91:443
206[.]81[.]10[.]215:8080
165[.]227[.]156[.]155:443
50[.]63[.]13[.]135:8080
190[.15[.]162[.]204:80
212[.]64[.]171[.]206:80
178[.]153[.]91[.]22:80
91[.]242[.]138[.]5:80
201[.]190[.]133[.]235:8080
188[]14[.]39[]65:443
96[.]126[.]121[.]64:443
130.]45[.]45[.]31:80
192[.]163[.]221[.]191:8080
190[.]12[.]119[.]180:443
187[.]177[.]155[.]123:990
190[.]115[.]18[.]139:8080
83[.]165[.]163[.]225:80
94[.]130[.]176[.]44:443
192[.]241[.]255[.]77:8080
108[.]191[.]2[]72:80
187[.]250[.]92[]82:80
81[.]213[.]145[.]45:443
201[.]184[]105[.]242:443
46[.]105[.]129[.]48:8080
200[.]71[.]193[.]220:443
63[.]246[.]252[.]234:80
107[.]2[.]2[.]28:80
5[.188[.]182[.]250:80
206[.]189[.]112[.]148:8080
58[.]93[.]151[.]148:80
85[.]234[.]143[.]94:8080
67[.]225[.]179[.164:8080
222[.]239[.1249].]166:443
197[.]90[.]159[.]42:80

47[.]146[.]42[]234:80



167[.]99[.]105[.]223:7080
149[.]202[.]153[.]251:8080
213[.]189[.]36[.]51:8080
181[.]36[.]42[]205:443
189[.]225[.]211[.]171:443
108[.]179[.]206[.]219:8080
124[.]150[.]175[.]133:80
190[.]210[.]184[.]138:995
1861.175[.]241[.]230:80
176[.]31[.]200[.]130:8080
185[.]160[.]212[.]3:80
91[.]231[.]166[.]126:8080
189[.]209[.]217[.]49:80
96[.]61[.]113[.]203:80
217[.]149[.]241[.]121:8080
51[.]255[.]165[.]160:8080
92[.]17[.]138[.]248:80
72[.]69[.]99[.]47:80
163[.]172[.]40[.]1218:7080
104[.]131[.]58[.]132:8080
1[.]132[.]54[.]12:8080
104[.]131[.]44[.]150:8080
209[.]97[.]168[.]52:8080
181[.]143[.]194[.]138:443
110[.]142[.]161[.]90:80
172[.]105[.]213[.]30:80
190[.]4[.]50[.]26:80
59[.]110[.]18[.]236:443
92[.]119[.]123[.]10:8080
51[.]77[.]113[.]102:80
123[.]142[.]37[.]165:80
12[.1229[.]155[.]122:80
104[.]1236[.]137[.]72:8080
200[.]119[]11[.]118:443
109[.]166[.]89].]91:80
159[.]65[.]241[.]220:8080
58[.]171[.]42[.166:8080

75[.]1127[.]72[.]18:8080



37[.]157[.]195[.]120:7080
69[.]30[.]205[.]162:7080
47[.]50[.]251[.]130:80
91[.]204[.]163[.]19:8090
178[.]128[.]148[.]110:8080
178[.]250].]54[.]221:8080
14[.]160[.]93[.]230:80
198][.]46[.]150[.]196:7080
24[.]28[.]178[.]71:80
152[.]169[.]32[.]143:8080
94[.]176[.]234[.]118:8080
46[.]101[.]212[.]195:8080
167[.]114[.]2[181:80
46[.]101[.]7[.]140:8080
217[.]199[.]160[.]224:8080
176[.]111[.]60[.]14:8080
95[.]179[.]195[.]74:80
167[.]71[.]10[.]37:8080
46[.]105[.]131[.]87:80
173[.]70[.81[.]77:80
181[.]57[.]193[]14:80
211[.]218[.]105[.]101:80
72[.]29[.]55[.1174:80
190[.]195[.]129[.]227:8090
119[.]159[.]150[.]176:443
110[.]143[.]57[.]109:80
73[.]167[.]135[.]180:80
181[.]197[.]108[.]171:443
104[.]131[.]103[.]37:8080
189[.]134[.]4[]209:443
163[.]172[.]97[.]112:8080
172[.]104[.]1233[.]225:8080
104[.]131[.]11[.]150:8080
70[.]175[.]171[.]251:80
172[.]90[.]70[.]168:443
139[.]130[.]241[.]1252:443
201[.]163[]74[.]202:443

80[.]29[.]54[.]20:80



139[.]162[.]183[.]41:443
68[.]183[.]190[.]199:8080
178[.163[.]78[.]150:8080
190[.]146[.]131[.]105:8080
82[.]145[.]43[.]153:8080
108[.]184[.]9[.]44:80
73[.]214[.]99].]125:80
113[.]61[.]76[.]239:80
96[.]126[.]121[.]64:443
51[.]159[.]23[.]1217:443
46[.]101[.]7[.]140:8080
173[.]91[.]11[.]142:80
50[.]116[.]86[.]205:8080
80[.]11[.]158[.]65:8080
179[.]13[.]185[.]19:80
58[.]171[.]42[.]66:8080
37[.]59[.]24[.]177:8080
108[.]179[.]206[.]219:8080
192[.]161[.]190[.]171:8080
51[.]77[.]113[.]102:80
190[.]12[.]119[.]180:443
72[.]29[.]55[.1174:80
104[.]1236[.]137[.]72:8080
45[.]56[.]88[.]91:443
85[.]1234[.]143[.]94:8080
69[.]30[.]205[.]162:7080
111[.]125[.]71[.]22:8080
186.167[.]208[.]78:8080
200[.]119[]11[.]118:443
47[.]146[.]42[.]234:80
172[.]90[.]70[.]168:443
72[.169[.]99[.147:80
86[.16[.]123[.]109:80
94[.]176[.]234[.]118:8080
96[.]61[.]113[.]203:80
37[.]183[]121[.]32:80
162[.]241[.]92[.]219:8080

66[.]76[.163[.]99:80



74[.]105[.]102[.]97:8080
172[.]90[.]70[.]168:8080
76[.]221[.]133[.]146:80
172[.]105[.]213[.]30:80
12[]176[.]19[.]218:80
108[.]191[.]2[]72:80
178[.]250].]54[.]221:8080
24[]27[.]1122[.]202:80
178[.]128[.]148[.]110:8080
24[.]28[.]178[.]71:80
92[.]119[.]123[.]10:8080
37[.157[.]195[.]120:7080
130[.]45[.145[.]31:80
51[.]77[.]113[.]100:7080
178[.]250].]54[.]208:8080
100[.]14[.]117[.]137:80
192[.]241[.]131[.]79:8080
103[.]9[.]145[.]19:8080
206[.]81[.]10[.]215:8080
209[.]97[.]168[.]52:8080
111[.167[.]12[]221:7080
77[.]90[.]136[.]129:7080
83[.]169[.]21[.]32:7080
2[.]38[.]99[.]79:80
200[.]41[]121[.]69:443
173[.]255[.]214[.]126:8080
68[.]174[.]15[.]223:80
168[.]235.182[.]183:8080
153[]190[.]41[.]185:80
85[.]152[.]208[.]146:80
185[.]160[.]212[.]3:80
85[.]109[.]190[.]235:443
47[.]156(.]70[.]145:80
91[.]74[.]175[.]46:80
96[.]38[.]234[.]10:80
110[.]143[.84[.]202:80
190[.]146[.]14[.]143:443

71[.]76[.]45[.]83:443



66[.]34[.]201[.]20:7080
64[.]53[.]242[.]181:8080
75[.]80[.]148[.]1244:80
46[.]105[.]128[.]215:8080
78[.]187[.]204[.]70:80
202[.]186[.]240[.]165:8080
206[.]189[.]112[.]148:8080
85[.]235[.]219[.]74:80
82[.]145[.43[.]153:8080
165[.]227[.]156[.]155:443
2[.142[.]173[]240:80
87[.]106[.]225[.]180:8080
110[.]143[.]57[.]109:80
212[.]64[.]171[.]206:80
58[.]93[.]151[.]148:80
88[.]250[.]223[.]190:8080
70[.]175[.]171[.]251:80
192[.]241[.]255[.]77:8080
68[.]129[.]203[.]162:443
190[.]115[.]18[.]139:8080
67[.1171[.]182[.]231:80
77[.]90[.]136[.]129:8080
98[.]24[.]231[.164:80
165[.]100.]148[.]200:443
94[.]130[.]176[.]44:443
176[.]106[.]183[.]253:8080
96[.]234[.138[.]186:8080
74[.]59[.]187[.]94:80
73[.]60[.]8[]210:80
79[.]7[.]114[.]1:80
47[.]6[.]15[.]79:80
47[.]6[.]15[.]79:443
143[.]95[.]101[.]72:8080
98[.]15[.]140[.]226:80
120[.]51[.]83[189:443
190[.]171[.]135[.]235:80
139[.]162[.]183[.]41:443

64[.]207[.]176[.]141:8080



80[.]85[.]87[.]122:8080
178[.]134[.]1[.]238:80
101[.]187[.]134[.]207:443
149[.]202[.]153[.]251:8080
164[.]68[.]115[.]146:8080
5[.]189[.]148[.]98:8080
115[.]179[.]91[.]58:80
128[.]65[.]154[.]183:443
201[.]196[.]15[.]79:990
12[.]229[.]155[.]122:80
181[.]46[.]176[.]38:80

PE Download URLs:

PE Download URLSs:

http[:]//opticsbd[.]Jcom/office365[.]login[.Jcom/8q 70079/
http[:]//solarsistem[.]Jnet/doc/8me4x/
http[:]//www([.]Jhuayishi[.Jcn/wp-includes/p1GL8OTW/
http[:]//www[.]Jdemo8[.]shenoydemo][.]org/wp-admin/59ywk/*http[:]//umael[.]Jorg/qoaij52hfs1d/rv9gOk/*https[:]//entebook[.Jcom/
http[:)//www][.]bienesraicesvictoria[.Jcom/wp-includes[.]stop/bL/
http[:]//demo[.Jwoo-wa[.Jcom/wp-content/crDSizyuW/
http[:]J//noithatthientuan[.Jcom/wp-content/y1nt2nl/
http[:)//vikstory[.Jca/h/f2cgRvw/
https[:]//www/[.]saintspierreetpaulyenawal.Jcom/wp-content/piyrg/
http[:]J//www[.]yadegarebastan[.Jcom/wp-content/9mg/
http[:])//aitb66[.Jcom/wp-admin/3rvqu8/
http[:]//ems[.Jmewxu[.]net/pdf_datasheet/meu0092/
https[:]//anzol[.]capital/wp-content/vcc57636/
https[:]//brelaxmassage[.Jcom/wp-includes/BRU8K(tsJ/
http[:)//lakelass[.Jcom/cgi-bin/2dhm/
http[:]//alevelchemistry[.]net/wp-content/rXqyBNQA/
https[:]//www][.]Jespacoestela[.Jcom/61943im/cZlyyCT/
http[:]/liyingli[.]best/multifunctional-XLbeen-JRITCSe/qEidMd/
https[:]//www[.]iptvmerkez[.Jcom/11/rfoz/
https[:]//www][.]streetkan[.Jcom/app/a811/
http[:]//arkiv.]lillehammerartmuseum[.Jcom/wp-includes/c80-Ip2-171798075/
http[:])//blog[.]digitalnicheagency[.Jcom/g1t0/vGITnK/
http[:]//newlandred[.Jcom/wp-snapshots/CsfcooA/

http[:]/kplhostweb[.Jcom/wp-includes/c4gw4e0506/



http[:]//richardciccarone[.]Jcom/watixl/KbSXxIb/
https[:]//www][.]krishisamachar[.Jcom/wp-content/bpd4e/
http[:])//test[.]whatsappin[.Jcom/0h91kI8/4uu076633879/
http[:]//chonmua[.Jcom/wp-content/PTVDKC/
http[:]J//thuanvietairticket[.Jcom/wp-admin/wn5r5hw-ilx858-812620/
http[:)//beekaygroup[.Jcom/wp-admin/9MmF/
http[:]//fmam[.Jnet/tropicalunderground/r5vb46977402/
https[:]//welderpicks[.Jcom/wp-admin/cais9n/
http[:)//superlifenig[.Jcom/calendar/ofzvh63181/
http[:]//birdlandonetoonel.]Jcom/blogs/xth90m/
http[:]//www[.Jmediahubml[.Jcom/sdccrecap/2d84774/
http[:]//sabrespringshomevalues[.Jcom/engl/4ngup84037/
http[:]//botyenmach[.]net[.]vn/img/0675gy55/
http[:]J//modiracc[.Jcom/wp-admin/k6f1/
https[:]//newlandred[.Jcom/wp-snapshots/CsfcooA/
http[:]//alliancehomepackers[.Jcom/wp-admin/c5ffhx/
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ba78c645a87180c874aab8198704ch02496671fa8a48c5a9bd463f97217celld
€19fd538879e79f5bde38dc800b33145¢c4844b24646b475fdd878a1147420f43
581f508ecfe6225a120f3acf3c299a1a623250f3f0daeedd19belde911a06acd
05d7e1d383896eaebeefddal42ac3d3d2c46f7fa294694a944ec3e205¢3c292c
b7bd0a5c18a2cf0e7d233a6830ch7d4ad3c24299be8ae4db838102ae2573292d
83344793f051452d2257ea2c52fc5446e98a444ec59daf01f2e14ac2952f5fd5
2614cedfc4b89d1941db9dbce364183d017f82259801e32a571e3439¢c353e7e3
48a5cd96d5ed59dbc8ffach815c64834d5f81a48f2a0d06f09b4aa9e5a35e0de
51elal089e56e452ae52ablfc4b79c4ecdel5e067a0ba66dcfbdb24266a22dbb
€81833b89b6d727892aea4438255412cd034084471ceeb4611255a0d8dfc7176
df1b36e974109c0b142d84eddc4ceablal293911c80281eb6a2b8802631632b0
a90e78a5293e2bb1995c8e6f628f5ba5f4bf3b4eadcadd3f2dfbf2a552aec341
cf2e745ce43d4867a82599a7ff662a48c1e31c7049749113f125b33e548b371a
148b203074869bac996b0720fadc278bf2175f5f998f26aac80fc4653d0f2a05
db00bcdab3b46bec1f2477dbe6ffb3e8edb40f79188fa0f9442295d46cf4elc2
f81ab17f50d2772ed395b7383584ce3b405c097f624dc57c860a7beab6886b62
a68001405f3ce0e88113642a1637f98f70f3570d29dbe68576e249a14dfb5052
8f8e81479be1dc08f59d7404e4af3601aad7fbh997cff3a73cf9969146eaf6e62
406e73a5dfe96d261762dal16ec31e3d013cf7986c0a843007c73e98e441bch7
a6laec2dbcacel73e99b25ae80ae860631ebf81b3048073154d50d020aadc2ca
26a7fd311d69ebbe5739h94c40ede5835e6058ba8d422027e44479390e9d2ffd
edaf2dc5074492c6cd3eeaf69042a4352b17cf89612a0912bc912c27def651c4
a23afdeb7f988734c7425ae9aaf27ed7029593e2f0fa2871d02dad8745cff26d
d4c7b3595640a3f0e5fca0db51b695fb2fcc2bb571e34c1f6faf331a7004871b
6c198dfb6d7b16fe4ce3abe8488529f793d225836125a0b7chf357347f028376
€1030d5333690289d7736e6ed791d02331067742a9%feaa522984b070acfc421d
2cla0e74a3e0e3760f4a7a08979a60a97d1b7d897a82850d8e1130926¢c27ab06
721f0e3dc5abece0477ecc33131266aa0clde7a2afefe78900d19bbc3e86c0a2
93a167ac311b87542939518eflclleb22db86cfeec3533cad267eble72a52a60
5f4be687987a0a2b2212ce7d155alaa5d47a3b641c9cacifaadfo0cfff437c4b

613b1614e8e8c5536a9576b2bf35b13b49b411a10e145756aa51b1451b82040¢



854e8b04abeef98eade9fca3beldaleee7ba0f09e92630c88db951282e5585d0
2abe79clae41bb9e67aa0a75f7b9689b385556561b8cd6875f2aff68a2910713
e6a7a685c972b71d319d84b0728685f99b4e449523bccae09fab849a14988f22
91df3ea81d73c1f84388afc629534921cdb2f9d3ff780b9330c6115235c6f39d
2856f62175422714951a48269eb8a43c5f5344783011200c2df2d80c6ba27act
952dc136ae83d142e027eaad184ed51dad1cd032903c3689589496a1e36a990d
f1559d32c988b754f39811823c32dfb045bc2744977c9c6dc3d65b1b678199ac
a610bc442f554dd4900al6eec5df3cffe3785ec8f58910759ffce8923963cel0
6b179ffd74fb5b119661b07ald7f0cd05e96a9f653620ddh8543bc00256069de
bc15682330e4chb298e12e218a8c67d920b0bldflebf198a10e4181e5802d5528
3ce38a94a43ee7119b880460c56b353b063ea737ac44250944e494cdfbd00d59
69cc62a578320d7f1da80d89e52a6c87383639c0d4a0b0415297193fd603c631
b7c4b808b76ala00aclae4d931f3c819130b3fbea0839e34f2e8c5cf87a9c033
a475af7054alc5d3711f6a4744ed10f4926dcfbccec2f011668e1663fe620f1d
3f5bal3alll3eafe5d49364d4371b4d1fe0ale582ae9a9ecch2f57df4e3202c85
5ed71b7aeb45a498826fe481cc83e404acef77f1107b52ch3d1ab4868f5f27e4
dOcb22aec260779642d0808f22143583dal49a50de62bfcd494f88eble18e0d4
d29561438ff35463f39e86521080becc58d4e30d62b65014fa3d6dc1cf7f95d
5a92a5f719b960d54bdc0f310af8dcbb609dd3b823cheb676caaaac93039d872
12e2073328e9612abb51224b087296298b82d9e647934987004c1b511aell7ed
e00772d5b22bdfbbcb4cb34al3a3bbf4e7e502b55b3d8d6b2d74823e867faa7b
484fad8ebbf10b864b0aa08abaec?72147f372ebf0c46de86f10ccle8d5bed47
d9667918bcbabdfb8affaecad4f390f66bce8046ffee5dfdcfocc01da9336aalb
0e980df87e30ec1f0adeadc4bd2b35¢2720e19768206bd7a7d1c8a64cc22a72f
1621068e4349d87d9b4ddala674322d52f48fb6efa387a95d62c532dd881dbfe
f58637606e0692adc672abb5b5b1c3f9476c6e661fd16bbd937b72269b64874f
bddb7ce06159f447b48a536433820a91e55e9fbc2f7eb23859d539174880a821
5¢fbc47d77780a61ddcc06e85c93f5a634€6d23715654f27031da0b223216f5
8766585bb8491a436d513f445aa8037f685b24389c4bc21637e681c96ebe561f
dOb2e11c2e0d734fald0e34000f4248ec0e68964a77f51e9b2c92bb37438649¢e
1cb7a33251de5c748c55980eld6el3fdee7ef8e87961d54a621f7a9153b16ee4
0ccd16d5117f51858b5a53d602879147bf7764354b304230de9f6bfdf24d5541
37129e18be50c3f73a29495077alaa30db92d8453a3d6fe93728e0267d1387de
910414192b1bd5159b327f22754c7d71237cdec632eab3a43a700fcbbea229cl
f406e7552027ba26b002cc3d57d4e7c3d4868477c5caee0b1553d86d80b03ceb
463a929e7h5888e959e47ffd686ff782bafe14692ec2861504870f10e64ba0f9
93e7cdc9d149256a68a5ab57df163051adaed7ece01f42998a3be9b5560ceala

6c96700f63ab97c6355¢8b623cbb5682413blaa3cacab0ec2f96b8bea50b344b



32fec2fe28e0315ee8210962e60e3764874dafb7572d976e448019f3b3f9b9b3
ab9e8c3336d5e54598e86¢753c2aadf3059b6b84803ffa0478993c15bc586ad9
70fa905c3ffc90c4afc326c4253334d7130aaffod6856d4ed75defd0962a96f3
910890425b07bd136b2529cd49bc3abbc4dc6e0149663ca282de473fab52f69f
811¢3311d3d71c23102e9d069573cf7cdc455f4989d95fb75d4d0abbe5b9b4b7
3530f561651b7e0906852f3685030d8416b05b0b25a6f7036aa317656ccd73ef
567413db72929ff81f47d061af9382b4caca9852a0ba5d99ae68d021d067c498
6d8db74fec36e71d186996eecOa7ce58691e96162863142156d277c45ba312c0
01606b0f383f45688816a4205cfa917e7e6bc8f39f3de5d96ee6175ae039e6f1
165d36a28063b4ec5ff4237a13de225f871c9da072c2ceca4d33beaa079339ca
cef8fabe48faae70cd60b3d60c65fa33a678bfc2b344ad05535ae6h19d0f6250
¢113cb369d368d8f565d568ab479f3df2c4b3f2de03ef4fal2b3afaf6ed671cl
64834feccfe3b4476d521f4fe089f11cd4ed5dbcfOd8f6d42cdf4b3a26a51f6f
96c8416826a16af4295f6672aaaf7d97c985b03e19fb2ef331fe099a62c2f948
0df16afe21556f8001980a8lee2ebef2ef2b3cc978efb83aa8b5bb6f4d56374b
f4f40ef978d8af9d6851eef575d696a76db29dbcf76ee59fd577259986¢99c8d
76ff7b0dfacf875d7fbe2d69f825a81ddalff17ef107b1d2ed0d331b06f8ef01
c01bd2650143e5d5c34bcd7af597521985845c15ff2ad09d24abfbae9e2f5dch
9186dd19ba9019b85a3aa8fad5eecc2cdfca7fc3a5¢c9e0ae683f7dael6a78b07
e65cac78e59f17174d7d768443177c3bd9722f3f78c34b6fa6f5c91895cc7935
ac4edba2dc832126dd0575f154bc5f0bdb423fc2593b12c81c2a2c2b8de5617a
afeOb44e23d8a27ccad8f8295d29ffd788f17409fa92f9ad3c6d7a3051f56bch
2c45647004cchde998bd67306293923be5bhad9d2c645451acd893691536af48c6
00567a2bd8ec55cae95ed0c9f7d4bebf3ddd60b3bf5ae28997a2bedad528fa2c
2bbb9fa8948f88629fce8653c1ce9b64e85a8a0ledd1326ac633f9d3ed813eda
25bf80c40f456b526617823216012a33b721f8f2f1d603a9ae7bec269e2256df
3769e735554b0e53d309c5a4925f98439d81101e22aa04025che7el17f7af5fff
5e953e43834c91eeacc71887dea7d639be375d00a8055fcf55185829f30a1871
85a534cc8a1900b218fd709b0f0302167calff0025c¢113f28553chbleccf74cd
7e639b4164cee25f8042721940d6dbfe22daa00aaafcc825c84dff2451755768
b3f17eb479282df1a972aa91182caeb3b700542578cf14816b7b5adf05dfOf1f
6dd3ea6c06172338658e2dcd10478a4f96868763e1d244dc97781317a012f2c7
bd62659e8b60de9e47d4a76ea3987d23ab13a9640022c36a8abd21335e2fa563
ad76b9139b42650d2295da9c9da53de7eb222e878ed231772fabfea8dda7lald
3514dd7d34fa0e3b7513595f868f135448801fca2b34ee4b30678a50d883ef54
43404ebb376595171c034ccf06fb170e972e9e5567a0a77d0475647e8bde5h5a
87ac9echded521d3124b136a4217c942ef78669e171190d8e941dbc930180587

8d0767ae073cdf6d487f3c8c6adb9f9d92fc81533abc180464449d0a727b67bf



cbcdcde8ac9b71ae9898b0a3e0b49a747¢410c1db13b9170d6bc099f7f43cche

51a50d29ea3f7b9528202332616da62b5

Reference: CISCO Talos Intelligence

This document is distributed as TLP:AMBER. Recipients may only share TLP:AMBER information with members of their own
organization, and with clients or customers who need to know the information to protect themselves or prevent further harm.

Advisory No: Adv/2019/Dec/014
Cyber Security Advisory: Ransomware actor threatens to publish stolen data in order to further compel victims to pay
This data is to be considered as TLP:AMBER

Our trusted partner has observed in several incident response engagements, an actor compromising victims,
exfiltrating sensitive information, and deploying Maze ransomware. In some of the cases malware is typically
delivered via phishing, where as in some cases the adversary used CobaltStrike, with a named pipe often associated
with APT29. The attackers exfiltrated victim data via PowerShell to an FTP server, then deployed Maze
ransomware. This aligns with recent public reporting on an actor called “TA2101”, in instances, the adversaries used
the threat of publishing stolen data to further extort victims into paying the ransom.

Analyst’s Notes:
The malware is typically delivered via phishing. It should be noted that exfiltrating data and using the threat of public
disclosure to further pressure the victim to pay the ransom is a newly observed behavior for ransomware actors.
This behavior indicates that cyber criminals are continuing to innovate their techniques and tactics to achieve their
monetary goals.

loCs: The list of IoC's is attached( I0C_Adv2019Dec014.txt).

Reference: CISCO Talos Intelligence

Links:
https://www.proofpoint.com/us/threat-insight/post/ta2101-plays-government-imposter-distribute-malware-german-
italian-and-us
https://www.bleepingcomputer.com/news/security/allied-universal-breached-by-maze-ransomware-stolen-data-
leaked/
https://www.bleepingcomputer.com/news/security/maze-ransomware-behind-pensacola-cyberattack-Im-ransom-
demand/
https://www.microsoft.com/security/blog/2018/12/03/analysis-of-cyberattack-on-u-s-think-tanks-non-profits-public-
sector-by-unidentified-attackers/

This document is distributed as TLP:AMBER. Recipients may only share TLP:AMBER information with members of
their own organization, and with clients or customers who need to know the information to protect themselves or
prevent further harm.

Advisory No: Adv/2019/Dec/015

Cyber Security Advisory: Exploitation attempts against CVE-2018-0296 in Cisco Adaptive Security Appliance (ASA) and Firepower
Appliance

This datais to be considered as TLP: GREEN

Our trusted partner has observed a sudden spike in exploitation attempts against a specific vulnerability in Cisco Adaptive
Security Appliance (ASA) and Firepower Appliance. The vulnerability, CVE-2018-0296, using Denial-of-Service and
information disclosure directory traversal bug found in the web framework of the appliance. An attacker can use a specially
crafted URL to cause the Adaptive Security Appliance (ASA) to reboot or disclose unauthenticated information. Ensure Snort
signature is in place to detect this specific attack (46897). It is enabled in applicable policies that could detect this exploitation
attempt.

Reference: CISCO Talos Intelligence


https://www.proofpoint.com/us/threat-insight/post/ta2101-plays-government-imposter-distribute-malware-german-italian-and-us
https://www.proofpoint.com/us/threat-insight/post/ta2101-plays-government-imposter-distribute-malware-german-italian-and-us
https://www.bleepingcomputer.com/news/security/allied-universal-breached-by-maze-ransomware-stolen-data-leaked/
https://www.bleepingcomputer.com/news/security/allied-universal-breached-by-maze-ransomware-stolen-data-leaked/
https://www.bleepingcomputer.com/news/security/maze-ransomware-behind-pensacola-cyberattack-1m-ransom-demand/
https://www.bleepingcomputer.com/news/security/maze-ransomware-behind-pensacola-cyberattack-1m-ransom-demand/
https://www.microsoft.com/security/blog/2018/12/03/analysis-of-cyberattack-on-u-s-think-tanks-non-profits-public-sector-by-unidentified-attackers/
https://www.microsoft.com/security/blog/2018/12/03/analysis-of-cyberattack-on-u-s-think-tanks-non-profits-public-sector-by-unidentified-attackers/

Links: https://blog.talosintelligence.com/2019/12/ASA-Bug-Attacked-In-The-Wild.html

This document is distributed as TLP:GREEN. Recipients may share TLP: GREEN information with peers and partner
organizations within their sector or community, but not via publicly accessible channels.

Advisory No: Adv/2019/Dec/016
Cyber Security Advisory: Weekly Mirai Activity Report
This datais to be considered as TLP: GREEN

Our trusted partner reported l0Cs from statically analyzed Mirai samples identified over a week. There are a couple things to
be aware of while looking at this data:

* Network 1oCs may be associated with binary distribution or one of the "cnc" or "report" functions.
* Network loCs are identified from newly identified samples but may themselves not necessarily be new.
* Because of the nature of the static analysis there is MODERATE confidence in the accuracy of the network loCs.

loCs:

Sample I0Cs (SHA256):

cdd3c2cc196372d2a03e509ac5¢9e9ec10c352d44ec94238alc30dca33eff35¢
991a2ba03668ac69b05c3bc4c26467f93a1177dd6db3cfdf8bee69c12528c6ee
84a36306942b91244dcd320fd2c278032aaa40chbb6eee0b6567b3a5361f2295
eec5e982237cca2ba5feec2e7324681b57474b57948ch28a120cc566bfl4e4a3
99581f11ald1c3680eae4c4801c5b5be57d4dd1dblbl0aaadd4d067clbed7166¢
6eff1c8f65593a7793ba61f9eal03d03f8954c498b4c20203de4d3d120138f4c
9adfbc4ef535b3b4e28870fad8851e735df4e7dc5caef62b394d69c02bf04694
644ebc58325ace3c15849df423497a0def60568b57e9d5767fe52435e7b56d60
464a8f9f388eb2d3240d7b16c09740d5b0fa645c9fd07c7b356dbb9f4992e1b0
fdb57e0b8775b991feel3ddc57cbel8efe0ad178b557c4458d9bb806865731de
f4ef1355dab086a56de6b4bd1fdf1b9e7bc4863a68103891cff747e68dc36b6e
a93cf6e94c51f5fd36dbece13893bbd1398808221824eac5d6268d57504c08c3
53ed7b6dc127f3061elbl6addcecfd115ad1d36acd099fd421602ac5e3bf71c8
€84083d1e956862d5241ce8cd7a0cc268fc019dd5e54f42¢8cf6299ab514259%¢e
dd8bd1576d820fe738b33b7860c1333753f56a70c0461e12f81bb4077a2fa7c9
b0Ob1116bd8b0e48bcc30aec2eefce0lcellae8f3bdelblaa75643033ed056e5f
€6¢39¢230a3025ddde5b7ab7f84c40e0d5f0d186a32d15d7277384ff53bcac27
8425434d7e4ddcb7233d45b194301867fdda0dd1ad98ca5135574420e2dfe4f7
27e55cd010504dec260f28b6721ceab436¢35723dd7199¢c5¢146e1d20d88f351
bf4b7bd299480e849a73464fe22c721c9fb39573cc69d6560485586ed236d935

b113f09db694fe591804f92493¢77176f5003dcd384626207fed12338773albd


https://blog.talosintelligence.com/2019/12/ASA-Bug-Attacked-In-The-Wild.html

8120fb21fe5e91b03f1c5c3403a4500c5d550913b0373ace692b0443c985f2ca
05ad863f7d4727722f33ed84ec9ad32472917aa6d6aff2f6f809ad8373c3066b
bc9f7b8f9962880ff768bbac3bf629c726d46edf04132e03010149¢c5¢c52d87e2
950bd12287856e2f54b0d8351a03bd70ea5aa5f8abc092e551f47329bac37868
486264f65aa7ealll4df7dd1flae985c4ebfh8384cde382b2c73e856939cc96c
e4b63bcb3b61c5447765102f39ac1933d26c4adf769f4f0d82bbbc91d3f10b03
6edfldad03e16a903671ff5b97742f47b93417a84515da0358c6de55fb0f0f8d
de5f153dd191e9f99b2a72c233a297b8e6c98950270f5ba3d3e0ac0420cd5af3
ec8a900f984d6b4d81d955eda79203fd883eeclbe392d7417953fe5018046¢11
8356b24bdb03e9e3dfae6fcd2712113a761bcbb02d8909bddc2681b2863b7832
8fd5ea226d35eaa2dd34c2e8eb81a43f12114383255d5d50ebff2ee61d498f26
eeb4c1c52175cd5f9d76ad1c5476b5bbcc8460ef07e7b1d951fc7adf7ff7697e
d0253599d217072a143499438ca59196b641745694739c5e616f254a5e09d3ed
46581cbb7bc458135ede1415de6¢c27c9341b24b28689e0c94f03236ab2e326f0
4ef2fb2578821642af94f9079663b7al7eel321b3211fafd7ff617b1bfc295c4
1b379a595¢9519c0f7cf9cfb004c2077608f363050b06708a7a3d3f61f72068d
7fb23f2de7b358dd1ebab69f5732f4bcedfd8e2edad5109e400c16e49bb2b949
f5307dba0d0926d6788aal102f6e9aadOb24ef7cOacae2f8726588410c829¢fcd
bcd4a336fh62fa1300804c54cec84ae702b7447bef309e457e501b70fbfdb792
b357998d7fdcff6784d7fdbded907731c4aece79f866133241fcd5c197e062e3
eab2dd4ee22e95hbe8e4639571d5bd0146f6b8b62136713024ce0b6799fa9197b
5b0a7ab83d2e7ef778caabcf6406b330c09e3c63533ed1b3efa394b5a432903e
a3ea58dd0Obcbd494e1002541bb401238af9331195b68a0021a84a67f357236d4
15a08fa6eafc93be0f9066372855f26781b6128257e67b1ee71193297a57668
03c3ba2b54bafbc674842579faa966814ab8523c67a5c4eb0b861e07f757898¢
2d68badddd1cefcc83e6cfc6dd3c5ddad9efa01296a0193e91f23ff5b4569188
c85add1fd2599c08c239eddbae75d0d4f7f7e058108ed7d9461f5d8e5864946¢
4515bad5802f0be992d9dbd9fa97732d5c4629ed1f556145f1821b88aba3a2f7
4555d6c61242a3d35f67f5df6ae2ae92245c88c30af249442a9¢9¢d16305034d
40cb477148d00fbf28067476a9ebe8dccelf755852c7b610e64c15e085d37445
157b96b508400ad495cfbc1dfe906b33ef049c99f72d131951368f4111547f8a
f9084b7bdee920f31224fe64268a53c1d3780a8b5df107b35a53688bf84ed56b
7cf7ebf3d89ecd34d6cc0894f31dab42ecbe5f99ee092¢94b176aaf539d7a7de
cf037150fefca55fa765eee74934d9a56535b1131d03c8a9fe46ade9c8068345
64de95b8d479a5d564b742b629588582dd32fcbb2870f39d914b240ef1f32c84
7ff5e26a8530d2fcf06d6ac0ff440d33e8be9485881a747d43d1aa7936a68e30
d03420415945a00cd5229741f2e849f1ebdf94121754e047f2bfdb2ac80103a8

13e8dabaf94aabbc9b4c163f530134f28b657c3e0ddaf299381a593bf28f9493



39d764f6b3382325c3408671df3467e668afc8a3e6be9e0117d60cf06d8024fd

Network IOCs:

209.141.58[]171
91.189.187[]17
159.203.102[.]182
54.38.226[.]206
174.138.48[.]131
35.231.244[.]60
185.249.198[.]59
157.245.182[.]126
157.245.212[.]0
134.209.71[.]79
138.68.84[.]136
167.88.161[.]30
142.11.213[.]34
159.65.242[]93
91.121.50[.]19
167.172.107[.]141
92.242.63[.]35
load.blaskjar[.]xyz
188.166.161[.]92
167.172.24[.]49

165.227.211[.]78

Reference: CISCO Talos Intelligence

This document is distributed as TLP:GREEN. Recipients may share TLP: GREEN information with peers and partner
organizations within their sector or community, but not via publicly accessible channels.

Disclaimer:

The information provided by NCIIPC above is on "as is" basis only. System owners are advised to independently evaluate the
contents for its applicability in their specific environment, and take appropriate action as per their own assessment of the
implications of the alert/ advisory on their systems. NCIIPC will not be liable for any issues or problems that may arise
from application or non-application of the alert/ advisory. System owners are wholly responsible for cyber security updates to
their information technology systems.



With Best Regards,

Knowledge Management System

National Critical Information Infrastructure Protection Centre
Block-Ill, Old JNU Campus, New Delhi - 110067

Website: www.nciipc.gov.in

Toll Free: 1800-11-4430




